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Chapter 11. Thoughts on Special 
Operations Forces Roles in Combating 

Transnational Organized Crime

Mr. Randy Paul Pearson

A Vexing Question

The question “can SOF have a role in countering transnational orga-
nized crime?” is a vexing one. On the one hand, the very inclusion of 

the word ‘crime’ in the question would lead one to logically conclude that 
this is obviously a law enforcement matter, not a military one. On the other 
hand, TOC is a rapidly morphing challenge that nobody can address alone. 
In fact, there is now a U.S. Presidential Strategy and Executive Order that 
expands national level efforts beyond the Department of Justice, to include 
the Departments of State and Treasury. Some of the enabling guidance also 
includes support from the DOD. SOF can and most likely will help to counter 
TOC drawing upon a rich history of capabilities not used in traditional law 
enforcement, yet falling well short of the traditional war-hammer used when 
SOF are committed to major combat operations.1

SOF are a unique military capability that can keep us to the left of war 
in a world growing in complexity and small-scale conflict. Because of their 
expertise, SOF are the perfect tool for such direct actions that keep the bal-
ance tilted toward peace without the high costs of large-scale war. While 
SOF can make valuable contributions as a surgical force application, their 
most enduring impact is through their adroit use of its well-honed con-
cepts and analytical methods. These SOF capabilities can often be found 
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in the best practices of the business community, operational law enforce-
ment approaches, and in the routine modern processes of other government 
agencies. These specialties can be applied to existing problem sets to: help 
align guidance and resources; identify vulnerable nodes, protect those that 
are ours and exploit those that are not; and possibly develop a new way of 
orienting all elements of national power to countering the TOC threat. But 
criminal organizations can be resourceful too; indeed they have evolved 
into diverse transnational organizations far different from the structured 
organization of the Capone days. 

Beyond Capone

One of the most storied celebrities in American organized crime history is 
that of Chicago gangster Alphonse Gabriel Capone. His connections and per-
sonal ambition fueled his rise to power, at a time of government intolerance 
for the mafia and for alcohol. The Italian government’s crackdown on the 
mafia encouraged that population to take flight. The Capones landed in the 
United States, where Prohibition would eventually create the market in which 
Alphonse would thrive. The vexing question for law enforcement in his day 
was, “how could he be tied to his illicit activities?” On paper—as it were—
Capone had no income or possessions. Similarly, he was far removed from 
any criminal activity, such as the Saint Valentine’s Day Massacre, through 
proxies and alibis. But the discovery of an income ledger with Capone’s name 
on it led to his prosecution and conviction for tax evasion.

One should note a few important items relating to the takedown of Al 
Capone that are relevant here. First, unlike most modern TOC networks, 
Capone’s organization was regional and decidedly hierarchical. This lent 
itself to a template of easily understood identification and placement on an 
organizational chart for law enforcement to use. This in turn drove a success-
ful decapitation strategy, although with short-term effects. While Capone 
was convicted and served time, eventually ‘retiring’ to Florida, “his organi-
zation continued for fifty years after the end of Prohibition,” by diversifying 
into other illicit markets and practices.2 TCOs are much more resilient and 
can readily match supply with demand, diversifying sources and supply 
chains with a snap. They are complex with multidimensional veins, breeding 
an air of immortality. The modern approach to countering this threat is more 
often than not the application of a dated singular decapitation strategy vice 
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that of a multi-pronged interagency nodal targeting campaign. This results 
in the continuation of the criminal organization beyond the incarceration 
of its bosses or the interdiction of its soldiers. In effect, the end state is a 
disruption, without much further consideration for detection, denial, or 
dismantlement. Thus, the terminology used in planning guidance is vital to 
set the correct orientation to arrive at the desired destination.

Second, it was forensic accounting by the IRS that discovered Capone’s 
finances. This work, provided by another government agency, enabled 
Capone’s arrest by law enforcement, judicial prosecution, and eventual con-
viction. One could then argue that the key to cracking the Capone case lay 
within the toolbox of a non-law enforcement organization. The IRS had a 
resident talent that it was willing to contribute to a larger effort—setting a 
precedent for interagency cooperation.

Finally, much like his contemporaries of today, Capone was well insulated 
from his association with his illicit trade. Until the discovery of the fatal 
ledger, his name was never associated with any income or possession. This 
remains a best practice of the illicit trade. The difference between then and 
now is that globalization and technological innovations have enabled illicit 
networks to further insulate their membership with regeneration capabilities 
and anonymity. This allows for a complex exploitation of relationships and 
infrastructures that transcend normative boundaries or singular analytical 
talents to combat illicit activities. To counter the illicit networks and the 
activities of TOC, the U.S. Government has developed policy and strategy 
to be implemented with a whole-of-government, indeed cooperative inter-
national approach.

Language Alignment

Words have meaning—one reason most documents have a glossary or terms 
of reference section. If everybody doesn’t understand the terminology used, 
it is more probable than not that the result of their work will produce unin-
tended consequences.

The end state of the 2011 SCTOC is to reduce TOC “from a national 
security threat to a manageable public safety problem in the United States 
and in strategic regions around the world.”3 On that same page is the key 
policy objective to “defeat transnational criminal networks.” That same 
bullet includes the terms “depriving” and “preventing,” both of which are 
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synonymous with ‘deny’ rather than ‘defeat.’ Circling back to the desired 
end state, the term ‘defeat’ does not necessarily correspond to the word or 
meaning of ‘reduce.’ One could imply that this displays the complexity that 
is TOC. One could also imply that the strategy conflates the means to an 
unintended end.

In the FY15 National Defense Authorization Act, Congress made the 
attempt to make counternarcotic (CN) activities more flexible when assisting 
in the countering of TOC. This is important for the purposes of this discus-
sion because CTF is a complimentary activity to the DOD CN program with 
a carefully constructed range of tasks and metrics reporting requirements. 
In constructing the guidance for CTF, the DOD nested its guidance from 
the NSS down the chain through something currently known as the DOD 
Directive for Counter Threat Finance Policy, which was last revised in 2012. 
This directive states that DOD policy is “to deny, disrupt, or defeat and 
degrade adversaries’ ability to use global licit and illicit financial networks.”4 
Note the inclusion of the term “defeat” in the policy. 

An interesting occurrence may be the latest updates to two different joint 
publications in which SOF play a role. Joint publications are revised every 
few years to keep the documents current with their communities and ever 
evolving guidance. They go through an extensive review process. The first 
publication of note is JP 3-24, Counterinsurgency, from November 2013. This 
update defines CTF as “operations [that] may be conducted to disrupt and 
deny finances or shut down networks.”5 The second publication of note is 
the 2014 JP 3-26, Counterterrorism. This update defines CTF as “an inter-
agency effort to detect, counter, contain, disrupt, deter, or dismantle the 
transnational financing of state and non-state adversaries threatening U.S. 
national security.”6

The point of this exercise in definitions is that ‘defeat’ may be recognized 
as a bridge too far for what may be considered the ‘shaping of the environ-
ment’ or ‘phase zero’ activities. This could be considered the wrong phase 
in which to execute the mission of defeating an adversary, which is usually 
reserved for ‘seize the initiative’ (phase three) or ‘dominate’ (phase four) 
activities.7 Furthermore, joint publications are an entrée into something 
called the Universal Joint Task List (UJTL). This list “is a menu of tasks in a 
common language, which serves as the foundation for joint operations plan-
ning across the range of military and interagency operations.”8 It essentially 
tells DOD components what they are supposed to do at the strategic national, 
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strategic theater, operational, and tactical levels, and how to measure those 
efforts. Nowhere in this March 2015 task list is the term ‘defeat’ assigned to 
CTF (or CN) tasks.

While the main focus of SOF training and equipping are core activities, 
“SOF can also perform collateral activities such as counterdrug operations.”9 

In the conduct of counterdrug activities (which includes CTF), the objec-
tives of SOF are not to ‘defeat’ any adversary. Rather, SOF operate in a joint, 
multinational, or multiagency environment, providing training to mission 
partners according the UJTL.10 SOF can assist in the updating and continued 
development of TOC and CN guidance in at least two main ways. First, SOF, 
through USSOCOM, can advise on guidance reviews by advancing the crite-
ria of the UJTL back up through the chain to ensure that nested documents 
have aligned language. Second, SOF, through the conduct of both their core 
and peacetime collateral activities can help to solidify the concept that it is 
in support of other agencies or mission partners. These two approaches will 
help to establish not only the alignment of guidance to reference from, but 
to lower the barriers to interagency cooperation that can prevent objective 
accomplishment. Both are key in the alignment of objectives and arriving 
at the end state desired, vice the outcome unintended.

Priority Analysis

SOF are masters of target acquisition, and the supporting evidence to this 
end is substantial. Part of this discipline includes the ability to build the 
criteria for target selection and prioritization with an emotional detachment 
from the equation. In a fair amount of cases, with the right tools, the easy 
or common sense target is proven to be not so easy or common. And these 
tools are more diverse in application than they first appear. The origins of 
the SOF analytical tool called CARVER—criticality, accessibility, recuper-
ability, vulnerability, effect, and recognizability—lays mostly within oral 
military history. However, as a tool it is well documented in doctrine and 
it is now used in a variety of other fields outside that of the military for its 
logic process and defensive applications.11

CARVER is a methodology used to rank critical vulnerabilities resulting 
in target prioritization. Its purpose is to identify systems and their tributar-
ies that must be attacked in order to degrade an adversary’s capacity. The 
CARVER matrix is split into a two-axis table with the CARVER criteria 
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in columns across the top, and targeted systems listed down the left hand 
side. A system or subsystem is assigned a number (e.g., 3) according to its 
importance or vulnerability, which is drawn from a numerical value range 
(e.g., 1-5) assigned to each of the six criteria of CARVER. The totals of those 
numbers indicate the rank of targets with the largest numbers becoming 
the priorities.12

Nonmilitary organizations usually credit SOF with originating and 
developing CARVER before they explain their purpose and adaptation of it. 
These organizations include government entities such as the Departments of 
Energy and Homeland Security, as well as private sector organizations such 
as policy and cyber security firms. One predominant example is the Food 
and Drug Administration (FDA), which has wholly embraced the CARVER 
method and is likely to be among the top five Internet search engine results 
when looking up the term. The FDA flips CARVER over for the purpose of 
food security, adapting the method to identify vulnerabilities that require 
defensive measures or hardening.13 In the FDA adaptation of this method 
a seventh criteria—“shock”—is added to evaluate “the combined health, 
economic, and psychological impacts of an attack.”14 This addition could 
become useful in interagency cooperation and further analysis of systems 
for its shock value against a target.

CARVER can have great impact with multiple applications. As an offen-
sive targeting tool, it can be applied against adversary systems. As a defen-
sive tool it can identify vulnerabilities to nodes in a supply chain, which 
assists with the prioritization of resource investment and decision making 
for mitigation. CARVER could also be applied in the logic chain of priori-
tizing universal joint tasks (e.g., coordinate, direct, dismantle, deter, detect, 
and or conduct with regard to CTF). However, if other government agen-
cies were to adapt CARVER analysis in the whole-of-government approach 
to countering TOC, it could prove to be the key to identifying the most 
effective course of action against a target, and thus the appropriate element 
of national power to lead or execute that effort. In short, CARVER could 
assist the United States Government with prioritizing its investments and 
applying its resources, which saves the country money. And when stacking 
a $1 million CN budget up against that of multibillion narcotics trafficking 
enterprise, every cent counts.



169

Pearson: Thoughts on Special Operations Forces Roles

Nobody Can do it Alone

TOC is so extensive that it requires context to even begin to explain its 
reaches. The 2010 UN TOC threat assessment reported:

globalization has outpaced the growth of mechanisms for global gov-
ernance, and this deficiency has produced just the sort of regulation 
vacuum in which transnational organized crime can thrive. People 
and goods can move more cheaply than ever before ... flows are too 
intense to easily distinguish the licit from the illicit ... And the rapid 
pace of change itself provides opportunities for organized crime.15

This presents a permissive global environment in which upwards of $3 
trillion is illicitly laundered, $1 trillion worth of narcotics is smuggled, and 
human trafficking nets an estimated $21 billion.16 With a global GDP esti-
mated to be around $74 trillion, just the illicit proceeds listed above represent 
almost 6 percent of the world’s GDP.

Context can also be applied against relative successes in combating orga-
nized crime. As with the above Capone example, the 2014 arrest of cartel 
boss, Joaquin “El Chapo” Guzman has not brought an end to the Sinaloa 
cartel. In fact, the cartel functions much the same way as before Guzman’s 
capture, operating in at least 17 Mexican states and some 50 countries, span-
ning across the Western Hemisphere,17 and quite probably across the globe. 
So, despite this long sought and celebrated arrest, the Sinaloa cartel has 
not been reduced to a ‘public safety problem’—the desired end state of the 
2011 TOC strategy. That doesn’t mean it can’t get there. Just as flipping the 
CARVER method over from an offensive to defensive application, aspects 
of globalization can also be flipped to leverage technologies and collabora-
tive security partnerships in countering TOC. Examples include USSO-
COM’s Global Counterterrorism Network, the Global ECCO program, and 
the Congressionally funded Combating Terrorism Fellowship Program, 
which sustain networks of CT practitioners who can work collaboratively 
to counter TOC.18

The president’s cover letter to the TOC Strategy states: 

this strategy is organized around a single, unifying principle: to 
build, balance, and integrate the tools of American power to combat 



170

SOF Role in Combating Transnational Organized Crime

transnational organized crime and related threats to our national 
security—and to urge our partners to do the same.19 

The ability of SOF to build, whether it be concepts, processes, and rela-
tionships, is one of their greatest strengths. An essential SOF trait to building 
is that of adaptability—something government is largely not well known for. 
However, as retired General Stanley McChrystal illustrated in a recent Busi-
ness Insider discussion about Uber, adaptability can be found and cultivated 
in many places, including the private sector. In essence, Uber has lever-
aged technology with a “digital backbone” to build a network of trust for a 
common purpose that has resulted in a “shared consciousness.”20 The lesson 
this concept may have for government agencies countering TOC is much the 
same. If the common purpose of reducing TOC to a public safety problem 
is the end state for interagency mission partners, SOF could have the role of 
partnering, or building the necessary networks of trust-based relationships, 
beyond the military and interagency arenas, and into the civil society. The 
opportunity to do just that could manifest itself in the collaborative work and 
technological leaps that are taking place right now, and could bring about a 
revolution in the basic constructs of how governments address TOC threats.

Leveraging the Cloud

When Hani Hanjour, Ziad Jarrah, and Mohammed Atta were the subjects of 
separate traffic stops prior to the 9/11 terrorist attacks, a dynamic communi-
cations or data query system to alert local law enforcement to FBI, Central 
Intelligence Agency (CIA) or even neighboring police information could 
have played the single preventative role to the terrorist attacks that changed 
the world.21 A similar system might have helped FBI internal communica-
tions and maybe even piece together the swatches of information regarding 
concerns about Middle Eastern men taking flight lessons in Phoenix, Ari-
zona.22 The fact is there are lots of systems out there that could be leveraged 
not only for law enforcement purposes, but that of national security as well.

In January 1967, an information sharing system known as the National 
Crime Information Center (NCIC) went online for the first time. It con-
tained 95,000 records from all 50 states in a centralized location. As of 2014, 
NCIC contains some 12 million records and set a record for processing over 
14 million queries in a single day. It allows law enforcement partners to 
conduct off-line searches, instant criminal background checks, biometric 
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queries, and other information sharing services.23 Another data center, the 
National Security Agency’s Bumblehive, in Bluffdale, Utah, was opened in 
2014 and is rumored to have the ability to expand its storage capability to 
the incomprehensible yottabyte.24 It is designed to store, match, and share 
data via a supercomputer that can process 100,000 trillion calculations each 
second.25 And yet another system is the $600 million computing cloud that 
was developed by Amazon for the CIA and went online in 2014. It is designed 
to coordinate all 17 intelligence agencies, “allowing agencies to share infor-
mation and services much more easily and avoid the kind of intelligence 
gaps that preceded the 9/11 terrorist attacks.”26 

Arguments against the use of supercomputing by governments state that 
such an elaborate capability places too much power in the hands of govern-
ment. Taking several leaps further, these arguments can cast anchor into 
industrial era thinking at the very least, and nurse a universe of paranoid 
delusion at the very most. But this misses the mark, entrenching status quo, 
perverting information, and most of all allowing TOC to flourish. To move 
beyond Capone, CTOC efforts must be captured in the context of collabora-
tive security, not a monolithic government worthy of no more than suspicion.

Cloud computing is designed for sharing. It makes it easy to ‘plug and 
play’ at minimal costs. Through the concept of “multi-tenancy architecture”27 

infrastructure, services, and applications are shared among all partners. 
This architecture is also scalable to the size or needs of an organization as 
needed (e.g., National Security Agency vs. the sheriff’s office, or steady-state 
vs. earthquake response), and it can be customized for each partner’s own 
purposes (e.g., CTOC vs. CT). Cloud computing is widely used in the private 
sector where customers place such trust in the concept that they have placed 
some of their most personal information on it. 

The CIA computing cloud is particularly relevant here. If its fidelity and 
applicability allow for the secure processing and communicating of TOC-
related information, it could potentially prove to be the basis for linking 
different levels of classified materials to push a releasable product or message. 
Similarly, all of these centers could be linked to share a common releasable 
(e.g., ‘tear-line’) product platform, or allow for a query system that could 
result in a similar product, or identify a positive hit in need of a further 
classified consultation. 

This is where SOF could have a role exercising their talent of adaptability 
to help bring this idea or something like it all together. USSOCOM, through 
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its Interagency Partnership Program, provides Special Operations Support 
Teams to mission partner organizations to synergize and accomplish mutu-
ally beneficial tasks. While NCIC, the Bumblehive, and the CIA’s cloud all 
have the intent to share information, that information is still only shared 
with a select set of partners, with much of the information being pulled 
(vice pushed) from the data center. Just as with General McChrystal’s Uber 
example, a Special Operations Support Team could help build the ‘digital 
backbone’ to the world’s greatest threat information sharing architecture 
and bring about an age of unprecedented interagency collaboration. This in 
turn could bring about a ‘shared consciousness’ through supercomputing 
that enables government functions, investment prioritization, and applica-
tion of resources to reduce TOC to a public safety problem.

Conclusion

There are lots of reasons to justify not doing something. As with Capone 
after Prohibition, it can take a long time to effect change and Americans 
are not fond of long timelines. TOC networks present a complexity that is 
not fully understood and is difficult to explain. They also have resources in 
exponential reserves beyond that of what government funding is applied 
against them. Government agencies also have barriers to cooperating with 
one another. Not only are there legal, procedural, investigative, and classifi-
cation reasons, but the perception of a too powerful omniscient government 
all form to become a consensus for remaining in the status quo.

However, nobody can tackle TOC alone. While much of it remains a 
law enforcement matter, its growth through convergence and the effects of 
globalization make it a modern day Leviathan that is rapidly outpacing the 
resources that governments apply against it. SOF can have a role in CTOC 
by bringing their capabilities and talents to the table. This will not cause 
TOC to be militarized. To the contrary, because SOF remain in support of 
interagency mission partners, their application against TOC can stay well 
to the left of a costly full-scale war. 

One of the five major recommendations of the 9/11 Commission Report 
was to unify “the many participants in the counterterrorism effort and their 
knowledge in a networked-based information sharing system that transcends 
traditional government boundaries.”28 
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SOF’s role could help interagency communications, analysis, and infor-
mation sharing. SOF can help to align language across government guidance 
and definitions. SOF can help apply CARVER analysis to stated government 
actions and objectives to ensure that the appropriate government element 
takes the appropriate action to arrive at the desired end state. Finally, SOF 
can help build a whole-of-government information sharing enterprise that 
can be shared across all levels of government and law enforcement, possibly 
developing a new way of orienting all elements of national power to counter-
ing the TOC threat.
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